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ABSTRACT
While volumetric distributed denial-of-service (DDoS) at-
tacks evolve into stealthier and more disruptive threats, real-
world network operators often ignore the over two decades
of DDoS defense research and still rely on basic defense so-
lutions that cannot properly defend against these advanced
attacks. One likely explanation for this contradiction lies in
the lack of sound empirical evaluation of a DDoS defense so-
lution; prior to the deployment of a DDoS defense system, a
network operator must understand the impact of the defense
system specifically in their network. Without such knowl-
edge, the network operator may fear poor efficacy of the
defense due to known issues such as an increased false posi-
tive rate from domain shift or negative effects on legitimate
traffic from coarse-grained mitigation techniques. In fact,
many of the most cited academic solutions for DDoS defense
often lack this crucial insight. In order to provide network
operators assurance of defense efficacy in their network, we
propose a DDoS emulation platform that can evaluate state-
of-the-art DDoS detection and mitigation solutions in various
real-world scenarios. Our platform emulates the real-world
Internet topology, fine-grained application traffic from actual
applications, and a user-friendly interface for network op-
erators/researchers to implement different attacks/defenses.
Moreover, we demonstrate the usefulness of our DDoS emu-
lation platform through a comprehensive study of existing
DDoS defense solutions.

1. INTRODUCTION
Advanced distributed denial-of-service (DDoS) attacks,

such as the CrossFire attack [1] and CICADAS [2], seriously
challenge the efficacy of typical, basic DDoS defense strate-
gies deployed by network operators. A basic DDoS defense
consists of two main entities: 1) simple threshold-based DDoS
detection/classification systems [3], and 2) coarsely-grained
mitigation solutions [4]. Unfortunately, these advanced at-
tacks exacerbate the common concerns of basic DDoS defense
systems. Namely, a threshold-based detection solutions suf-
fers from high false positive rates and a coarsely-grained
mitigation solution filters legitimate traffic.

Despite years of DDoS defense research that outlines these
concerns, at the time of this writing, network operators still
rely on the basic DDoS defense strategies that cannot suffi-
ciently prevent advanced attacks. Without assurance of the
efficacy of a defense in a specific target network, many net-
work operators may not risk the deployment of cutting edge
research defenses. In particular, we surveyed well-received
DDoS detection papers, and found that even highly-cited

detection solutions frequently lack the thorough evaluations
of realistic network settings that could provide such an as-
surance (e.g., a defense may not evaluate its efficacy with
traffic flows generated by heterogeneous applications). What
is worse, advanced DDoS attacks, which may not be visible
to the targeted edge networks, require access to telemetry
data from transit networks for detection. Unfortunately, not
all researchers can access such information. Similarly, as
a detection system will eventually generate false positives.
in order to evaluate the efficacy of a DDoS mitigation sys-
tem, a network operator must understand the often complex
consequences of mitigation under false positives.

We propose a DDoS emulation platform, which we refer
to as a DDoS sandbox, as a step towards sound empirical
evaluation for DDoS research. At a high level, the sandbox
provides 1) packet-level mimicry of real networks (e.g., fine-
grained traffic flow rates from real IP addresses), 2) a mininet-
based emulation environment that creates inferred network
topologies, 3) a set of sandbox interfaces that allow users to
manipulate networks and end-host behavior (e.g., network
routing, end-host applications), and 4) a set of DDoS attack
and defense implementations based on the highly-cited DDoS
research papers.

2. A HIGH-FIDELITY DDOS SANDBOX
In this project, we hope to bridge the gap between DDoS

defense research and real-world deployment. In particular,
the DDoS sandbox is designed to facilitate network operators
to 1) evaluate off-the-shelf solutions in an emulated environ-
ment that mimics their networks and 2) provide them with
more confidence when deploying DDoS defense solutions. We
also believe DDoS and network research communities can
benefit from this project by evaluating their projects inside of
the sandbox. Our proposed sandbox for DDoS experiments
consists of three components: Topology Builder, Traffic Mim-
icker and DDoS Repositories, as shown in Figure 1.

2.1 Topology Builder
Since network operators are most likely not willing to de-

ploy defense solutions in their networks without thorough
testing, and because most researchers do not have access to
a real network to evaluate their research, we believe the best
way forward is to emulate a realistic network environment
that network operators and researchers can use to study
defense solutions. As the foundation of our sandbox, the
Topology Builder consists of three steps toward building a
realistic network environment. First, it processes the traffic
telemetry data of a network (e.g., a campus network) to
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Figure 1: DDoS Sandbox Workflow

collect the source and destination IP addresses which will be
emulated as the end-hosts in the sandbox’s network topology.
The traffic telemetry data is provided as input by network
operators to be processed by the Topology Builder. The
telemetry data can be represented as summarized flow infor-
mation (e.g., source/destination IP/port, protocol, number of
packets/bytes transferred, etc.), or packet-level information
(e.g., pcap files). Second, the Topology Builder then uses
the unique source and destination IPs to build an inferred
Internet AS-level topology of the network using the AS rela-
tionships dataset provided by CAIDA [5]. Such a topology
or blueprint is especially important when it comes evaluate
defense solutions deployed at different Internet locations. Fi-
nally, the Topology Builder uses the above topology/blueprint
to create a software-defined network in a many-core system.
Such a network serves the base for facilitating packet-level
mimicry of a network and the launch of DDoS attacks and
defenses. Also at this step, we provide a reference routing
implementation for the network to enable end to end commu-
nications. Previous emulation projects, such as Mininet [6],
have build a solid foundation for us to build such a network
in a reasonable time frame.

2.2 Traffic Mimicker
The Traffic Mimicker re-creates the network traffic of a

network in the sandbox, and it provides realistic background
traffic of the network for evaluating DDoS defense solutions.
We use the collected telemetry data of a network as men-
tioned in Sec. 2.1 and assign each host in the sandbox its
observed/captured flows from the original network. Then, at
the evaluation time, each host establishes flow connections
to their destination hosts, and faithfully follow the packet
sending rate as observed from the original network.

Since we are creating an emulation framework, we should
not limiting ourselves to layer 4 flows. The sandbox will allow
network operators to run real applications on each host, as
long as a sufficient amount of telemetry data is captured
from real networks. With that said, as our initial goal, we
will create a reference Traffic Mimicker that utilizes the real
layer 4 stack in Linux to generate packet-level flows.

2.3 DDoS Repositories
As our main contribution to sound empirical DDoS re-

search, we create a repository for different DDoS attack
and defense implementations. In this research, we first try
to collect DDoS attack/defense implementations from their
original authors. If we cannot obtain the implementation
from its author(s), we will implement the solution while
making it publicly accessible. Of course, due to the time

constraint, we cannot implement all the DDoS attacks and
defenses. Instead, we only implement the attacks/defenses
in well-received DDoS papers (e.g., the CrossFire attack [1]).

3. CONCLUSION
There is a significant gap between existing DDoS defense

research and its real-world adoption by the network com-
munity. This gap led us to propose a high-fidelity DDoS
sandbox. With this sandbox, we hope to help network opera-
tors evaluate existing DDoS attacks and defenses in emulated
networks that faithfully mimic their real networks. To the
best of our knowledge, our proposed system is the first at-
tempt to shrink the gap between DDoS research and its
real-world deployment. Our vision is to build a DDoS evalu-
ation platform that enables realistic empirical evaluations of
DDoS research. We invite DDoS researchers to evaluate their
attacks and defenses with such a sandbox as a benchmarking
tool. Lastly, we acknowledge that the engineering challenges
are not trivial, and there are open questions yet to be an-
swered (e.g., What are the hardware requirements needed to
emulate an edge network with high-fidelity? To what extent
and at what granularity can one mimic the observed traffic
of a network?). Nonetheless, we believe such a system must
exist for sound DDoS research.
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