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ABSTRACT

In this paper, we propose a method that detects cryptojacking ac-
tivities by analyzing content-agnostic network traffic flows. Our
method first distinguishes crypto-mining activities by profiling the
traffic with fast Fourier transform at each time window. It then
generates the variation vectors between adjacent time windows
and leverages a recurrent neural network to identify the cryptojack-
ing patterns. Compared with the existing approaches, this method
is privacy-preserving and can identify both browser-based and
malware-based cryptojacking activities. Additionally, this method
is easy to deploy. It can monitor all the devices within a network
by accessing packet headers from the gateway router.
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1 INTRODUCTION

Cryptocurrencies have become popular, in large part due to their
tremendous value gains and innovative concepts. One such concept
is cryptocurrency mining (crypto-mining), which not only provides
a means to verify cryptocurrency transactions and generate new
cryptocurrency, but more importantly, helps establish consensus,
which is critical in any blockchain-based system. In fact, with com-
puting resources and electricity, plus an Internet connection, people
can easily transform their computers, or any Internet-connected
devices, into cryptocurrency-making machines by having them
conduct cryptocurrency mining.

Unfortunately, the lucrative potential of crypto-mining has caught
the attention of hackers. Hackers have been compromising personal
computers, servers, or even Internet-of-Things (IoT) devices, such
as smart TVs, to mine cryptocurrencies (e.g., Bitcoin, Monero) [9].
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Such activity is called cryptojacking, which is the unauthorized
use of someone else’s computing resources to mine cryptocurrency.
Hackers usually conduct cryptojacking by getting the victim to click
on a malicious link in an email that downloads crypto-mining code
onto their computer, infecting a website with JavaScript code that
automatically runs itself once downloaded into a victim’s browser,
or compromising the servers to stealthily run the mining programs
in the background. Although Coinhive, an in-browser mining ser-
vice provider, shutdown on March 2019, cryptojacking is still alive
and evolving [8]. Recently, The Next Web reported that unsuspect-
ing victims were cryptojacked 52.7 million times in the first half of
2019 [5]. CoinDesk also asserted that hackers infected 50,000 servers
with sophisticated crypto-mining malware [1], causing enormous
economic loss to the virtual server providers.

To detect those malicious activities and protect users’ comput-
ing resources, researchers have proposed various cryptojacking
detection approaches. Hong et al. proposed CMTracker [4], a cryp-
tojacking detection tool that monitors the browser behaviors and
discovers cryptojacking scripts based on hash-based and stack-
based profiling. Tahir et al. proposed a machine learning solution
based on hardware-assisted profiling of browser code to detect cryp-
tojacking [7]. Darabian et al. studied the potential of using deep
learning techniques to detect crypto-mining malware by utilizing
both static and dynamic analysis approaches [2]. However, all these
approaches require access to the end-users’ private data such as
browser behaviors, system metrics, or binary code of the software.
Additionally, they cannot tackle malware obfuscations.

In this paper, we seek to detect the traffic generated by cryp-
tojacking software in a network by analyzing only the network
traffic flows. The traffic flow is metadata of network operations
and contains no content information from the sender. Recently, de-
tecting application-layer anomalies with network traffic flows has
become a trend [3], because such approaches are content-agnostic,
which can protect user privacy while simultaneously detecting
potential malicious activities in a network. With this feature, our
approach is privacy preserving compared with the aforementioned
cryptojacking detection solutions. Moreover, our approach is easy
to deploy and use because users can install the detection system
at their network’s gateway, such as the border router of a network
or a main networking switch, to monitor all the devices in their
network.

To achieve the goal, we propose a two-phase detection procedure,
which identifies crypto-mining traffic first, then detects cryptojack-
ing activities. In the first phase, our approach captures the packet
headers and converts them to a representation in the frequency
domain with fast Fourier transform. We preset the profiles of crypto-
mining traffic in the frequency domain and select the incoming
traffic that matches these profiles as crypto-mining traffic. In the
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Figure 1: Operational model of the proposed approach.

second phase, our approach infers the hash-rate variations by ana-
lyzing the results from the first phase, then leverages a recurrent
neural network to detect the cryptojacking activities.

2 METHODOLOGY

Both the network administrators and users can deploy our cryp-
tojacking detection approach at any router or switch between the
devices and the mining pools. Figure 1 shows the operational model
of the proposed approach. The user needs to input certain fields in
the IP packet headers to the detection system, which are the source
and destination IP addresses, the source and destination ports, the
packet size, and the timestamp. These data are information in the
network for packet forwarding and contain no private content data
of the senders. To obtain these content-agnostic data, we install
sFlow in the router or switch, other packet capturing engines like
NetFlow and Bro are also compatible with our detection system.
Additionally, we design and evaluate the detection approach on the
top of Monero-related (XMR) cryptojacking activities, since XMR is
the dominated cryptocurrency that widely mined by cryptojacking
attackers [4].

As stated in Section 1, the proposed method detects cryptojack-
ing activities in two phases. The first phase inputs sFlow data and
outputs identified crypto-mining traffic. The second phase inputs
crypto-mining traffic and outputs detected cryptojacking traffic.

2.1 Phase One: detection of crypto-mining

In Phase One, the detection of crypto-mining traffic relies on the
identification of the traffic between miners and the mining pool.

A mining pool is the pooling of resources by miners. As the
mining difficulty keeps increasing, miners can hardly mine cryp-
tocurrencies only by themselves. Hence, miners throughout the
Internet form massive mining pools to conduct the mining tasks
together and split the rewards according to their contribution. The
communication between the miners and the mining pool should
follow particular protocols or regulations so that miners from dif-
ferent locations can join the mining pool easily. Stratum is the most
widely used communication protocol for mining [6], which has ob-
servable traffic patterns in the network. However, the cryptojacking
attackers may harness some unpopular mining pools with unknown
communication protocols, making the traffic easy to escape naive
flow-level detection approaches.
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Figure 2: Network messages for mining.

To make the detection of crypto-mining traffic robust, we study
the communication principles between the miners and the mining
pool and present the results in Figure 2. No matter what types of
protocols the mining pool utilizes, there should be at least four
types of messages to cover the necessary operations:

o login message, enabling the miners to join the mining pool,
can be as small as 75 bytes per message;

o login confirmation message, confirming the login status, some-
times comes with an assignment allocation;

e assignment allocation message, allocating the most recent
mining task to the miner, should at least have 285 bytes;

o result message, returning the calculated result to the mining
pool, usually has more than 120 bytes.

The same type of messages usually have similar lengths. Besides,
the login message and the confirmation message only appear once
during each connection. Thus, assignment allocation messages and
result messages dominate the whole mining process. Moreover, the
mining pool will adjust the sending rate of assignment allocation
messages to ensure the miner always have valid unfinished tasks.
The blockchain is also growing continuously, making the allocated
assignments easy to expire. Therefore, the frequency of assignment
allocation messages is significantly higher than the frequency of
result messages.

To profile these features and further leverage them to identify
the crypto-mining traffic, we apply fast Fourier transform (FFT) to
rapidly convert packets from the time domain to a representation in
the frequency domain. Traffic generated from other activities, such
as browsing webpage, DNS queries, and Telnet remote controlling,
tends to have complicated and randomized frequency patterns. Con-
versely, mining traffic has clean and periodic frequency patterns,
making it easy to be identified by matching the frequency profiles
with preset threshold values.

We define a sliding time window to monitor the ongoing traf-
fic. During each time window t, we collect a set of packets P
(P = {p1,p2, P35 ---» pn}) from the same source IP and source port
number to the same destination IP and destination port number,
then represent them in a domain of time and number of bytes. Once
this time window is reaching the end, we use FFT to represent P
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Figure 3: Generation of the variation vectors. The frequency
curves in this figure only show the relevant peaks. Other ir-
relevant parts are removed in the preprocessing step.

in a domain of frequency and number of bytes. We call this repre-
sentation as the profile of P. In the end, we identify P as packets
generated by crypto-mining if they have a similar profile with the
predefined crypto-mining profile.

2.2 Phase Two: detection of cryptojacking

In Phase Two, the proposed method inputs the detected crypto-
mining traffic and output the identified cryptojacking traffic among
them.

An essential concept of crypto-mining is the hash rate, the speed
at which a device is completing an operation in the crypto-mining
code. We found that a higher hash rate will trigger higher frequen-
cies of result messages and assignment allocation messages. Fur-
thermore, after studying the cryptojacking activities, we found that
they differ from legitimate crypto-mining activities in the following
aspects:

e the hash rate of legitimate crypto-mining is more stable
than the hash rate of cryptojacking because cryptojacking
scripts usually rely on some existing software running in
the system such as the browser, terminal, or Apache server,
which makes the computing resources devoted to the mining
calculation erratic;

o the hash rate of cryptojacking is usually lower than the hash
rate of legitimate crypto-mining, since cryptojacking scripts
or malware cannot easily invoke GPU or dedicated ASIC
chips to mining, further leading to a lower message rate.

With these intuitions, we extract the variation vectors from
different time windows to profile the changes in hash rates. For
time window t and t;+1, We generate a variation vector v, (v =<
n, an >) to describe the changes in frequencies of result messages
(rn) and assignment allocation messages (a). Figure 3 shows an
example of the variation vector generation, where we derive two
variation vectors from time window t1, t2, and t,. ry, is the absolute
difference between the result message frequencies in t, and t;41.
ap is the absolute difference between the assignment allocation
message frequencies in t, and tp41.
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Our approach collects variation vectors as time-series data, then
inputs these vectors to a pre-trained recurrent neural network
(RNN) model to distinguish cryptojacking traffic from legitimate
crypto-mining traffic. Since there are no existing cryptojacking
traffic datasets available in public repositories, we simulate both
legitimate crypto-mining traffic and cryptojacking traffic to train
the model. We will publish the dataset we use when the project is
finished.

3 CONCLUSION AND FUTURE WORK

Cryptojacking attacks are becoming far more sophisticated and
threatening than before. To solve this problem, we propose a privacy-
preserving cryptojacking detection approach that only relies on
content-agnostic network traffic flows to conduct detections. It
applies a two-phase procedure to identify cryptojacking traffic,
which first selects crypto-mining traffic by profiling the message
frequency, then analyzes the frequency variances to recognize cryp-
tojacking patterns.

Our approach is efficient and easy to deploy. With the computing
power of a personal computer, it is capable of providing real-time
detection of cryptojacking for a company-level network.

In the future, we will keep polishing and testing this approach in
both simulated and realistic environments. To enhance the robust-
ness of our approach, we will simulate the cryptojacking activities
under different hardware, software, and network environments.
Besides, we want to evaluate this approach comprehensively by
measuring the system overheads, the detection accuracies, and the
compatibility with different network infrastructures.
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